Cyber — Summary of Cover under the RPA

Cover provided as set out in Section 14 Cyber of the RPA.

1. Increased Cost of Working (Indemnity Period 90 days)
2. Incident Response Services
a. Breach Response Services - Access to 24/7/365 cyber incident breach response hotline
and email
b. Investigation Services
c. Restoration, Remediation and Ongoing Monitoring

Limit of Liability
The RPA Administrator’s Limit of Liability shall be £250,000 each and every loss and, in the

aggregate, any one Membership Year for a Member (aggregate applicable to a Group Network
£750,000 any one Membership Year).

Member Retention

The first £2,000 of each and every loss other than losses by a Nursery School or Primary School
where the Member Retention will be the first £1,000 each and every loss.

Conditions of Cover

Members must comply with the following conditions for cover to apply. In the event of a claim the
Member will be required to evidence compliance with all of the conditions below:

All members must:

a. Have offline backups. NCSC help and guidance on backing up is available and ideally
follow the 3-2-1 rule explained in the NCSC blog Offline backups in an online world -
NCSC.GOV.UK

b. Have completed NCSC Training for all Employees and Governors who have access to the
Member’s IT system by the 31 May 2022 or the start of the Membership Year, whichever is
later.

c. Register with Police CyberAlarm from 1 March 2022. When registering please use the code
‘RPA MEMBER’ in the Signup code box.

d. Have a cyber response plan in place. A template will be available to download from the
RPA members portal from 1 March 2022.

Data Protection Liability and Compensation

Cover provided as set out in Section 3 Employers Liability and Section 4 Third Party Liability of the
RPA.

Digital Media Liability

Cover provided as set out in Section 4 Third Party Liability of the RPA. (Advertising Liability) and
Section 6 Professional Indemnity of the RPA (libel, slander, or defamation, written or spoken by
the Member.)

Practical resources are available to help improve Cyber Security for Schools -
NCSC.GOV.UK

Full details will be included in the Membership Rules.



https://www.ncsc.gov.uk/collection/small-business-guide/backing-your-data
https://www.ncsc.gov.uk/blog-post/offline-backups-in-an-online-world
https://www.ncsc.gov.uk/blog-post/offline-backups-in-an-online-world
https://www.ncsc.gov.uk/information/cyber-security-training-schools
https://www.cyberalarm.police.uk/
https://eusp.willistowerswatson.com/sites/education
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools
https://www.ncsc.gov.uk/section/education-skills/cyber-security-schools

